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Executive Summary

This report documents the successful completion of Phase 2 of the Quorn Community
Wastewater Management System (CWMS) Digital Twin project, executed in
collaboration between The Flinders Ranges Council (FRC) and IoT Consultants Pty Ltd.
The project was funded by the Community Wastewater Innovation Fund from Local
Government Association of South Australia (LGA SA)!. During the execution and testing
of this Phase 2, the static digital twin created in the project’s Phase 1 was transformed
into a dynamic, real-time monitoring system with predictive maintenance capabilities.

Project Overview

Phase 2 was executed during August to November 2025, successfully completing all
agreed five key milestones: proof of concept (PoC) validation of a dynamic digital twin
incorporating IoT sensors, real-time data integration and live dashboard deployment,
enabling capabilities for predictive maintenance.

Key Achievements

- Installation and configuration of IoT sensors at First Street, Quorn, pump
station.

- Integration of three real-time sensor data (water level, electric current, acoustic)
within a digital twin.

- Development and testing of a novel remote recording and listening mechanism.

-  Development and deployment of a live web-based dashboard for real-time
system monitoring.

- Successful confirmation of predictive maintenance capabilities.

- Development of a risk profile template and a comprehensive risk analysis

- Complete documentation of sensor specifications and implementation guidelines
for a future permanent deployment.

We believe the project was a great success as attested by FRC staff in our meetings.
The following quotes illustrate the impact this project has had and bespeak of potential
benefits a full implementation can bring:

Mr Sean Holden, CEO, Flinders Ranges Council:

"As a small regional council we're usually focused on the basics, but this project shows
we can access leading-edge technology in a practical way. Supported through the LGA's
Community Wastewater Innovation Fund, this proof of concept has given us a clear,
evidence-based understanding of how our CWMS actually behaves and where the real
risks sit. For small, remote councils the challenge isn't just ageing pipes and pumps, it's
the loss of corporate knowledge when experienced staff move on, and a digital twin
helps capture that knowledge in a system that stays with the council. It also
strengthens our ability to demonstrate to regulators and auditors that we understand
and are actively managing infrastructure risks, moving to a clearer, more defensible
view of performance and investment priorities. What we've achieved in Quorn shows
that even resource-constrained councils can use data and digital tools to manage

1 https://www.lga.sa.gov.au/members/financial-sustainability/grants/innovative-wastewater-projects
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wastewater assets more intelligently and provides a practical roadmap for others to
follow.”

Mr Mark Austin, Director of Works, Flinders Ranges Council:

"There's real benefits from this type of approach in that it can allow council to manage
assets better, both in preventative maintenance as well as escalation points” ... “this
kind of system could allow us to have an evidence-based approach to our Asset
Management and Asset Planning and provides a good level of information and data to
help inform council in where and what assets we need, and should be investing in to
ensure a high level of asset management into the future. It will also allow is to better
understand our assets and where in their lifecycle they are as well as a better level of
knowledge and data to assist in the operations and management of the asset.”

Mr Danny Martin, CWMS Operations Manager, Flinders Ranges Council:

"What you have showed us, from day one, it's really good for our daily job. It can help
with early warning for failures, have remote visibility of pump status, and then reduced
need to site visits.”

Table 1 summarises the transformation a system like one developed in Phases 1 and 2
could bring to CWMS operations.

Table 1. Transformation vision

From To

Fragmented, siloed information
across disconnected systems

Unified, integrated digital
representation with real-time
operational data

Reactive "fail-to-run" operational
model requiring physical site visits

Proactive data-driven management
with predictive capabilities

Limited visibility into system
behaviour and performance

Comprehensive real-time monitoring
and historical trend analysis

Emergency-driven maintenance with
unpredictable costs

Scheduled, optimised maintenance
based on actual and predictive asset

condition

Strategic Significance

Phase 2 demonstrated that the vision outlined in Phase 1 is technically and
operationally achievable. This PoC validated that real-time monitoring and predictive
maintenance is possible, and that it can transform CWMS operations from a reactive,
fail-to-run model to a proactive data-driven management, remote monitoring, and
remote servicing regime. Several incidents in recent years have highlighted the need
for a robust digital asset monitoring and management system, including overflows and
leakages. A predictive maintenance system could have potentially saved significant
repair costs, and mitigated risks of environmental damages.

The solution developed through this project enables FRC to better manage their CWMS
asset. Moreover, this capability has significant implications for all 175 CWMS facilities



managed by 50 councils? across South Australia. Therefore, we extend our finding to
the entire sector and show how the results of this project may benefit other councils.

Summary of Recommendations

Table 2 is a summary of key recommendations based on what was learned during the
analysis, system design, discussions with FRC staff, system development, proof of
concept execution, and final feedback and reflection stages of this project. Full details
are given in Section 9.

Table 2. Summary of recommendations

Focus Recommendation

Recommendations for Flinders 1. Plan for Full Sensor Implementation
Ranges Council

2. Maintain and Update Phase 1 Static Twin

3. Apply Learnings to Operational
Procedures

4. Extend to Hawker CWMS

5. Explore Integration with Other Water
Initiatives

6. Participate in Sector Knowledge Sharing

Recommendation for future 7. Adopt phased approach
digital twin implementation

8. Establish Clear Ownership and

Governance
Recommendations for SA 9. Establish Sector-Wide Digital Twin
CWMS sector Program

10. Develop Regional Deployment Strategy

11. Create Sector-Wide Support Mechanism

12. Develop Shared Services Model

2 https://www.lga.sa.gov.au/members/infrastructure-and-assets/community-wastewater-management-
systems/overview-of-cwms#/
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1. Context

Quorn CWMS Dynamic Digital Twin (Phases 1 and 2) project was initiated to further
FRC's plans on taking advantage of the natural position of the Council’s two major
towns, Quorn and Hawker, as gateways to the Flinders Ranges. These towns are primed
for significant higher economic activities and development through tourism, value-
added agri-business, sports and cultural festivals, and so on. Supporting these
activities requires robust infrastructures, one of which is wastewater management. This
section describes the context, challenges and goals of the project on enhancing the
efficiency of managing CWMS operation.

1.1 The Quorn CWMS

As documented in the project’s Phase 1 report3, Quorn is approximately 320 km north
of Adelaide and serves as a gateway to the Flinders Ranges, an important national park
which attracts nearly one million annual visitors. Because of its strategic position,
Quorn is primed for growth, not only as a stopover for Flinders Ranges visitors, but also
as a destination in itself. FRC’s plans as noted above include business and cultural
activities: referred to by FRC CEO, Mr Sean Holden as the “Hahndorf of the North”.

A vital infrastructure required to accommodate this expected increase in the number of
visitors is the subject of this project, namely the CWMS. Management of wastewater
through a robust, digitally transformed CWMS is an important pre-requisite for the
future economic development.

The present Quorn CWMS serves approximately 390 premises* and consists of:

- Over 12 kilometres of underground pipe network (approximately 20 years old)?>

- Two Flygt® precast concrete pumping stations (Foster Road and First Street)
including buffer tanks

- Flygt 30577 and 31278 series submerged pumps (installed in 2005, each capable
of up to 95 litres of wastewater per second.

- Lagoon treatment systems on Pearce Road with multiple storage ponds.

Conversations with FRC officials indicated there exist plans to extend present CWMS
facilities to serve more premises, requiring further investment.

1.2 Foundation: Phase 1 Outcome

Phase 2 builds upon the results delivered in Phase 1 of the project executed over May
to August 2025. Understanding the Phase 1 foundation is essential to appreciating
Phase 2 achievements.

3 Quorn CWMS Dynamic Digital Twin (Phase 1) August 2025, report submitted to FRC and LGA

4 The Flinders Ranges Council, “Safety, Reliability, Maintenance and Technical Management Plan”, Version 6, August
2024

> ibid

6 https://www.xylem.com/en-au/brands/flyqt/flygt-engineering--expertise/pump-station-design/packaged-pump-
stations/

7 https://www.xylem.com/en-au/products--services/pumps--packaged-pump-systems/pumps/submersible-
pumps/wastewater-pumps/channel-impeller-pumps2/channel-impeller-pumps/c-3057/

8 https://www.xylem.com/en-au/products--services/pumps--packaged-pump-systems/pumps/submersible-
pumps/wastewater-pumps/n-technology-pumps/n-3127/
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The Phase 1 Final Report "Quorn CWMS Static Digital Twin Creation - Phase 1" (August
2025) provides documentation of the foundational work. That report should be read in
conjunction with the current Phase 2 report for a full project understanding. For
convenience, here are the main Phase 1 deliverables:

Static Digital Twin (Phase 1, Milestone 3)

Phase 1 delivered a high-fidelity 3D digital twin of Quorn's complete CWMS
infrastructure. This static twin included:

- The underground pipe network connecting the pump stations to storage lagoons
based on existing 2D blueprint data.

- Two pump stations at Foster Road and First Street.

- Lagoon systems on Pearce Road with storage ponds.

- Proprietary 3D computer aided design (CAD) models of the Flygt 3057 and 3127
pumps created from 2D manufacturer specifications.

- Precast concrete Xylem 5-meter tank CAD model created from 2D manufacturer
specifications.

- Comprehensive metadata structure for all assets including materials, based on
data provided by the Council, and found through research.

This static twin provided the essential digital infrastructure that sensors have brought
to life with real-time data at Phase 2 of the project.

Sensor Identification Plan (Phase 1, Milestone 4)

Phase 1 conducted systematic analysis to identify suitable sensors and where to install
them. This planning work identified three priority sensor locations:

- Pump Stations: Tank wastewater level and motor operation monitoring
- Water level sensors (ultrasonic) to measure buffer capacity, providing
flooding risk assessment, and pump operation statistics.
- Electric current sensors (non-intrusive) to verify pump operation and detect
passage solids through power variation, and wastewater volume tracking.
- Acoustic sensors (microphones) to record motor sounds (both audible and
inaudible) for anomaly detection and time-to-failure prediction
- Lagoon Inlet: Inflow volume and load measurement
- Flow sensors can measure the amount of water flowing into the ponds and
compare with the outflow from the upstream tanks. This will be useful to
identify any upstream link leakage (starting from Foster Street pump).
Details were outside the scope of the project.
- Lagoon Outlet: Compliance monitoring
- Sensors for monitoring the composition of wastewater, including chemical,
bacterial, viral, pharmaceutical, etc. Details were outside the scope of this
project.
- Sensors for measuring the volume of water in lagoons. Again, outside of the
scope of this project.

Once the sensor locations and functions were identified, a search was conducted to
identify sensors which deliver required functionalities. Furthermore, the required



communication infrastructure: data gateway, database, webpage and rendering
technology were identified.

Dashboard Concept Design (Phase 1, Milestone 5)

Phase 1 created low-fidelity dashboard designs for real-time data visualisations. The
conceptual design included asset operational status, alert triggers, performance
tracking charts, integration points with digital twin, and interactive elements for pump
sounds, tank water levels, and electrical current flow.

This design, informed by stakeholder feedback at the CWMS Conference in June 2025°,
provided the blueprint for Phase 2's live dashboard development.

Data Integration Framework (Phase 1)

Phase 1 established the foundational data architecture including asset specification,
CWMS network details, database schema, rendering protocols, and metadata
standards. Google Maps were used for asset location details. The rendering of asset
details onto a website used several software programs, including AutoDesk!° suites.
This foundation ensured Phase 2 sensor data could be seamlessly integrated into the
existing digital twin structure.

Phase 1 to Phase 2

By August 2025, Phase 1 had delivered a complete static digital twin, comprehensive
sensor specifications, selected gateway technology, dashboard design concepts, and a
robust data framework. These outcomes provided the essential foundation upon which
Phase 2 built the necessary dynamic capabilities. The Phase 1 Final Report concluded
with clear recommendations for Phase 2 implementation:

- Proceed with sensor installation at the identified priority location

- Implement the Wittra Gateway for multi-sensor integration

- Develop the live dashboard based on validated design concepts

- Validate predictive maintenance capability using real operational data
- Document the process and technology for adoption in other Councils

Phase 2 was designed to execute these recommendations, transforming the static
foundation into a dynamic, operational system.

1.3 Operational Challenges Addressed by Phase 2

Phase 1 identified that the current operational process required FRC staff to physically
check pumps and tanks on a regular basis, traveling to remote sites to manually record
necessary metrics. This approach has several shortcomings, such as no monitoring
between visits, costly and time-consuming travel requirements (for staff or
contractors,) and difficulty of sharing operational status with third party contractors.
Furthermore, inability to predict system behaviour under extreme events leads to
overprovisioning to mitigate risks.

9 https://www.lga.sa.gov.au/news-and-events/events/sa-community-wastewater-management-scheme-conference
10 https://www.autodesk.com/au/
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Phase 2 was designed to address these challenges by implementing real-time
monitoring, predictive analytics capability, and information sharing with third party
service providers. It realised this by creating a dynamic web-based digital twin of
Quorn CWMS, testing sensors for real-time data collection, and showcasing
opportunities for proactive maintenance through a PoC.

Grant guidelines prohibited capital expenditure: this reduced financial barriers for FRC
to test real-time capabilities, and enabled validation of technical viability before
investment for future permanent implementation. It was therefore able to demonstrate
achievement of required capabilities while leaving FRC with actionable
recommendations for permanent deployment when ready to proceed.

1.4 Phase 2 Main Objective

The main objective of the Phase 2 of the project was to transform the static digital twin
created in Phase 1 into a dynamic system capable of remote real-time monitoring, and
predictive maintenance, demonstrating the operational viability of the proposed
approach for the sector.

Milestones

Phase 2 milestones, as listed in Table 3, help to break down the main objective in
clearly defined parts. There have been internal and external delays, plus the need to
extra validation to the data, pushing the dates back from the original plan. Moreover,
priority was given to providing detailed documentation for future references.

Table 3. Phase 2 milestones
Milestone Planned Date Completed
1. Project Kick-off and Sensors August 15, 2025 August 15, 2025
Configuration
2. Sensor testing and Installation August 31, 2025 August 31, 2025
3. Data Integration September 30, September 30,

2025 2025

4. Conduct Proof of Concept October 31, 2025 October 31, 2025
5. Create dashboard, Final Report gg;;mber 30, January 18, 2026

1.5 Phase 2 Specific Objectives
To achieve the main objective of the Phase 2, the following milestones were identified:

Sensor Integration (Milestones 1 & 2)

Test IoT sensors at a location identified in Phase 1, establishing real-time data
collection capability.

Success criteria

- Sensors operational at First Street, Quorn pump station
- Wireless Gateways successfully integrated

10



- Sensor accuracy tested
- Data transmission and capture verified.

Data Integration (Milestone 3)

Integrate real-time sensor data with the digital twin, creating a dynamic model that
updates with operational data.

Success criteria

Captured sensor data flows into database

- Data is processed and stored for rendering and analytics
- Digital twin updates in real-time

- Alert mechanisms function correctly.

Live Dashboard Deployment (Milestone 4)

Develop and deploy a web-based dashboard that visualises real-time data and provides
actionable information for FRC operation staff.

Success criteria

- Dashboard accessible via web browser

- Real-time data visualisation functioning

- User-friendly interface for non-technical staff
- Integration with digital twin

- Alert notifications.

Proof of Concept Validation (Milestone 5)

Demonstrate monitoring capabilities using real operational data, for permanent sensor
implementation.

Success criteria

- At least 3 monitoring metrics captured
- Metrics represented in a graphical format visualised on a dashboard
- Historical records kept.

Documentation and Knowledge Transfer (All Milestones)

Provide a final report that enables FRC to make informed decisions about permanent
implementation and provides a model for other councils.

Success criteria

- Complete sensor specifications documented

- Implementation guidelines created

- Sectoral replication methodology documented

- Full involvement of FRC staff throughout project execution, learnings and future
options.

11
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1.6 Strategic Overarching Objectives

Quorn Digital Twin project is an important step in enhancing and de-risking wastewater
management in metropolitan and rural South Australia. The following objectives were
identified:

- Sectoral Demonstration
Provide a working PoC that demonstrates to the SA CWMS sector (175 facilities
managed by 50 councils!?) that digital twin technology with real-time monitoring
is achievable and beneficial.

- Model Validation
Prove that the transition from reactive, fail-to-run operations to proactive data-
driven management is not just theoretically possible but practically
implementable in resource-constrained remote councils.

- Foundation for Scalability
Establish methodologies, technical specifications, and business case
documentation that other councils can adopt, reducing their operational risks
and costs.

11 https://www.lga.sa.gov.au/members/infrastructure-and-assets/community-wastewater-management-
systems/overview-of-cwms#/
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2. Methodology and Approach

Phase 2 methodology was structured around five key sequential milestones shown in
Table 1. Unlike Phase 1, which dealt with disparate data sources requiring flexible
intake, Phase 2 benefited from the solid foundation of the completed static twin. The
approach was therefore highly structured:

- Configure sensors based on Phase 1 specifications
- Install sensors and validate data capture

- Integrate data streams into digital twin backend

- Deploy dashboard for visualisation and analytics

- Validate tools and data predictive capabilities.

The PoC nature of Phase 2 required balancing demonstration of capabilities with
temporary sensor deployment. The approach therefore emphasised:

- Documentation of sensor performance for permanent implementation decisions

- Focus on demonstrating value rather than achieving long-term operational
stability

- Creation of actionable recommendations based on PoC learnings

- Clear communication of what benefits persist post-PoC versus what requires
permanent sensors.

2.1 Technical Architecture

Phase 2 required development of a complete Internet of Things information flow as
shown in Figure 1, where selected technology stack components are summarised. More
details on the following are given in Section 5.

- Sensors: Ultrasonic water level, non-intrusive electric current, acoustic
microphones

- Gateway: Wittra multi-technology system (selected in Phase 1), with a
Raspberry Pi based internally developed system.

- Database: PHP/MySQL for robust data capture and organisation

- Analytics: Custom-developed predictive engine for CWMS-specific insights,
based on published material.

- Frontend: Web-based dashboard accessible from any mobile or computer

- Integration: Application Programming Interface!? (API) connections to digital
twin platform

12 https://www.ibm.com/think/topics/api
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Physical Sensors
(Water Level, Current, Acoustic)

Gateway
(Local Data Aggregation)

Cloud Connectivity
(Data Transmission)

Database
(Data Storage and Structure)

Web Dashboard
(Digital Twin and Alerts)

Figure 1. Information Flow Architecture

2.2 Risk Management Approach

The methodology for this phase included risk management considerations of three main
aspects: sensor placement, data integration and PoC time constraints. These are
summarised in Table 4 on the next page. Further risk discussion is given in Appendix D.

2.3 Collaboration and Communication

Regular coordination with FRC operational staff was essential to carry out the following.

Site access coordination for sensor installation
Validation of system data against operational knowledge
Presentation of functional digital twin dashboard
Feedback collection for user experience refinement

Furthermore, regular progress updates were provided at each milestone completion.

14



Table 4. Project management risks
Type of . . .
Risk Risk Mitigation
Sensor Ensure sensor tests in Select non-intrusive sensors

related risks

operational pump
stations do not affect
service

Sensors might not
capture accurate data
in field conditions

Extensive testing and calibration prior to
installation

Data Real-time data Robust backend architecture with load
integration streams might testing before full deployment
risks overwhelm database
or cause performance
issues
Sensor data might not Phase 1 data framework designed with
integrate with Phase 1 sensor integration in mind
digital twin
PoC time Limited PoC period This PoC cannot possibly account for all

constraints

does not capture full
range of operational
scenarios

Seasonal variations is
not observable in 3-
month PoC window

operational situations. The focus therefore
has been on validating that the designed
system operates as expected. Further
testing and development over a longer
timeframe is needed to better mitigate this
risk.

15




3. Phase 2 Results and Achievements

Phase 2 successfully completed all five key milestones, delivering a fully functional
dynamic digital twin with predictive maintenance capabilities.

3.1 Milestone 1: Project Kick-off and Sensor Configuration

The key activity for this milestone was the Phase 2 Project Kick-off meeting where the
team reviewed Phase 1 outcomes, confirmed the implementation plan and timeline,
coordinated site access requirements with operational staff, and assigned clear roles
and responsibilities for the testing.

The sensors identified and specified during Phase 1 were sourced and prepared for
deployment, with both the Wittra!3 Gateway and a customised Raspberry Pil% gateway
(see details in Section 5 and Appendix A) configured to support multi-sensor integration
and data aggregation in preparation for field testing.

Individual sensor units were programmed and tested in a controlled lab environment to
ensure they operated as expected, were properly calibrated, connected reliably to the
gateways, and transmitted data successfully, with all transmission technologies and
protocols validated end-to-end.

The plan for testing three sensors at the First Street pump station included placement,
monitoring protocols, and evaluation criteria, supervised by FRC to ensure safety
considerations.

3.2 Milestone 2: Sensor Testing

The following sensors were tested in place on the 27th of October 2025 at the First St
pump station:

- 1 x Ultrasonic water level sensor.
- 1 x non-intrusive electric current sensor
- 1 x Acoustic sensor

These were intended to measure the level of water inside the buffer tank, check
whether a pump was operational and how much power it consumed, and a sound
sensor to monitor pump operation and detect anomalies. Technical details are provided
in Appendix A.

Testing Process

The process of sensors instalment and testing consisted of physical mounting,
communications connectivity establishment and calibrating and validation. Sensors
were mounted in optimal positions identified during Phase 1, using non-intrusive
installation methods to avoid disrupting current operations. Wireless connectivity was
established through two gateways: 1) Wittra connected to the current sensor using a
Mioty !> low-power wide-area network wireless technology, and thereon to the public
wireless network using a 4G link. The acoustic and depth sensors connected to a

13 https://www.wittra.io/
14 https://www.raspberrypi.com/
15 https://mioty-alliance.com/
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Raspberry Pi microcomputer using wires and thereon connected to the public wireless
network a 4G link. Public network signal strength and data transmission rates were
tested in place. All sensor were calibrated against known reference points and tested in
position.

Outcome: All sensors operational and transmitting data to the Wittra and Raspberry PI
gateways, with validated accuracy and reliability.

3.3 Milestone 3: Data Integration

Backend infrastructure was developed using commercially available and well-
established technologies. A PHP'® and MySQL!’ stack was used to implement the
database layer, providing a reliable and scalable foundation for storing and retrieving
sensor data. The database schema was designed to capture continuous data streams
from pump stations, with tables structured to support efficient querying, historical
analysis, and future expansion. Figure 2 shows how dataflow is structured.

PHP Application Logic
(Data Processing and APIs)

Pump Stations
Sensor Data Table

Historical Data Table
System Logs Table

Sensor Data
Streams

My SQL Database

Figure 2. Information Flow to Database

Sensor data was collected through two gateways. Data from the Wittra Gateway was
streamed in real time to the local Wittra database and then connected to the Digital
Twin platform. This enabled integration with the 3D model and provided a foundation
for further analytics. In parallel, data from the Raspberry Pi Gateway was recorded in
real time and stored locally on the device before being streamed to the central
database. System architecture is illustrated in Figure 3.

16 https://www.php.net/
17 https://www.mysgl.com/
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Raspberry Pi Local
Gateway Database

Figure 3. System Architecture

Analytics and Predictive Capability (Proposed)

The analytics and predictive engine developed in prior research!® was assessed for
application to pump station operations as part of this project. While full deployment
was outside the scope of this phase, the underlying technology demonstrates the
capability to support advanced operational analytics and predictive insights when
applied to pump assets. Analytical algorithms and dashboards could be implemented to
support water level trend analysis and flooding risk assessment, calculation of pump
operational efficiency based on electrical current draw, and acoustic anomaly detection
for early identification of potential mechanical issues. The same framework also enables
predictive time-to-failure estimation, supporting a transition from reactive to proactive
maintenance planning in future phases.

Digital Twin Integration

The system was integrated into the Digital Twin platform by establishing connections
between the backend database and the platform. This allowed real-time data to flow
into the Phase 1 static digital twin, with visual indicators updated to reflect current
operational status. Historical data visualisation capabilities were also added to support
review and analysis of past system behaviour.

As a result, the static digital twin developed in Phase 1 was transformed into a live
representation of the Quorn CWMS system. The 3D model of the pump station
continuously displayed updated water levels for the First Street pump station tanks,
along with live pump operational status, including on/off state and efficiency-related
metrics. Historical trends were captured and made accessible within the platform for
analysis.

18 Michel Boussemart and Mark Shariat, “An industrial unsupervised Machine Learning model combined with a

signal processing approach to detect failures in complex rotating assemblies”, presented at the 20th Australian
International Aerospace Congress.
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Outcome: A dynamic digital twin was created, with real-time data flowing from physical
sensors into a visual representation of the pump station asset.

3.4 Milestone 4: Live Dashboard Deployment

Building on the Phase 1 designh concepts, a full-featured web-based dashboard was
developed presenting the following:

Real-Time Monitoring View

- Live display of the pump station with current metrics
- Water level indicator showing tank capacity and trends
- Pump operational status (running/stopped, current efficiency)

Performance Analytics

- Capability to incorporate historical water levels trend charts
- Capability to incorporate pump run-time statistics and efficiency tracking
- Capability to incorporate power consumption patterns and variations

Predictive Maintenance Dashboard

The following capabilities are possible. These have not been implemented as they were
outside of scope and sufficient historical data was not present.

- Time-to-failure predictions based on current operational patterns
- Recommended maintenance scheduling

- Priority rankings for different maintenance actions

- Cost-benefit analysis of proactive versus reactive interventions

Integration with Digital Twin

A dashboard hosted on secure cloud infrastructure provides access to desighed
operational metric in real-time. This website can be accessed by any computer or
mobile terminal with access to the internet. The dashboard provides direct links to
detailed 3D digital twin models. It starts with a full Quorn CAD model as illustrated in
Figure 4, which links to detailed system components: for example, tank and pump
model as shown in Figure 5.
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Outcome: Fully operational web-based dashboard providing FRC staff with real-time

visibility into CWMS operations, accessible from any location with internet connectivity.

Figures 6 and 7 shows how the dashboard provides all the details associated with the

pump as individual components specifications are accessible.
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Figure 6. Pump sub-components specifications
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Figure 7.  Illustration of details associated with one component

The digital twin provides a mechanism for seamless navigation between real-time data
and asset documentation to share information with external contractors and
stakeholders and record interactions. Information may be directly emailed, and access
to the dashboard provided so contractors may be better informed as they service the
system. The same information may be shared with citizens, government, banks,
insurance agencies and other stakeholders as decided by FRC. This is illustrated in
Figure 8.
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3.5 Milestone 5: Final Report, Sensors/Dashboard Demo & Project Closure

A comprehensive demonstration was conducted with FRC leadership and operational
staff showcasing a live system demonstration. It showed real-time sensor data from
First Street pump station, with dashboard functionality and navigation. The system
demonstrated capability for alert system triggering and notification, and predictive
maintenance recommendations. This included a seamless connection between sensors,
dashboard, and Digital Twin, demonstrating end-to-end data flow from physical
measurement to actionable insight.

This report, and the accompanying appendices, constitute the following deliverables:

Outco

Complete project documentation

Technical specifications and architecture

Results and achievements

Lessons learned and recommendations

Detailed specifications for each sensor type used
Recommendation for Further Implementation
Sectoral Replication considerations

Lessons learned and recommendations

me: Complete project closure with all deliverables met, final documentation

provided, and FRC equipped with actionable recommendations toward permanent
implementation decision-making.
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4. Technical Implementation

This section provides technical details of Phase 2 implementation, complementing
Phase 1 technical documentation.

4.1 Sensor Technologies

Three sensors were used in our implementation. An ultra-sonic water level sensor was
used to check against tank overflow probability. An electric current sensor was used to
ensure the pump operated as per expectation and detect any anomaly, detecting
whether or not solids were drained into and pumped from the tank. An acoustic sensor
(microphone) was used to detect the operation of the pump, whether the noise was
above a threshold, and allowed third-party remote listening to the pump operation. A
short summary of the sensors and their applications is given below, with technical
details provided in Appendix A.

Ultrasonic Water Level Sensor

An ultrasonic water level sensor measures the distance to water surface, calculating
water level and volume in pump station tanks. It provides flooding risk assessment,
pump activation/deactivation timing, and inflow volume statistics. The collected data
can be combined with external sources (such as from Bureau of Meteorology) to predict
behaviour.

Non-Intrusive Electric Current Sensor

An electric current sensor monitors pump motor current draw to verify operation,
calculate efficiency, detect solid blockages (current spikes), and identify motor
degradation (current drift). The data can be used to enable predictive maintenance
based on historical measurements.

Acoustic Sensor (Microphones)

An acoustic sensor listens in and records pump motor acoustic signatures for anomaly
detection. Deviations from normal sound patterns (audible and inaudible) indicate
anomalies and therefore historical data can be used to enable predictive maintenance.
It also provides means for remote third-party servicing: recordings may be made and
shared with services providers who can help with diagnostics, repairs and maintenance.

4.2 Data Gateways

The data generated by sensors needs to be transmitted to a database from where it
can be rendered onto a user interface (a webpage accessible from anywhere with an
internet connection.) In this PoC two gateway technologies were developed and tested.
A summary is given below with more details given in Appendix A.

Wittra Gateway

One gateway uses a proprietary technology developed by Wittral®, which serves as the
central hub for multi-sensor integration. In this project, one Wittra gateway unit was

19 https://www.wittra.io/
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deployed at First Street pump station. It connected to one wireless sensor using Mioty?2°
protocol and thereon connected securely to IoT Consultants cloud infrastructure using a
4G public wireless link.

Raspberry Pi Gateway Configuration

As the Wittra ecosystem does not presently support depth or acoustic sensors, a
Raspberry Pi?! micro-computer was programmed as the alternative gateway. Again, one
unit was deployed at First Street pump station, which connected to two sensor using
USB 3.0 type A connection. The gateway connected to a 4G mobile phone using a WiFi
link, and thereon connected securely to IoT Consultants cloud infrastructure using a 4G
public wireless link.

4.3 Database

Data captured from the sensors needs to be processed and stored so it can be analysed
and disseminated. A custom backend was developed to handle the unique requirements
of CWMS real-time monitoring. The database was structured to clearly separate raw
sensor data, processed information, system events, and analytical outputs, ensuring
that data could be reliably stored, traced, and analysed over time.

The database was structured to process and store information from two sources:

- Static asset data: these include pumps, tanks, pipes, and other structural
information associated with Quorn. These were generally in PDF forms and were
processed to be input to the digital twin.

- Dynamic asset data: these are information collected from sensors through
gateways. This information is associated with the static data, for example
specific pumps, pipes, tanks etc. The database stores this information to create
a longitudinal view of the system and facilitates analytics, alerts, predictive
maintenance, and key system events such as pump start and stop actions.

4.4 Analytics and Predictive Engine

IoT Consultants have developed a proprietary algorithm?2 using frequency domain
signal processing for predictive maintenance. This algorithm works in settings where
the operational data can be monitored for anomalies, improving prediction accuracy
progressively. Several metrics can be used to predict when operation may fail, pump
acoustics, current flow, etc. The prediction technology applies to all the metrics
collected in this project as detailed below and can be implemented in a permanent
solution.

Water level

Water level data can be used to calculate inflow rates by analysing the rate at which
tank levels rise, providing insight into greywater usage. This data also supports flooding
risk assessment by estimating time to overflow based on current inflow conditions and

20 https://mioty-alliance.com/
21 https://www.raspberrypi.com/
22 Michel Boussemart and Mark Shariat, “An industrial unsupervised Machine Learning model combined with a

signal processing approach to detect failures in complex rotating assemblies”, presented at the 20th Australian
International Aerospace Congress.
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pump operating status. Over longer periods, water level trends can be analysed to
identify seasonal and usage patterns, such as weekday versus weekend behaviour, and
to detect anomalies that may indicate leaks or blockages within the system.

Pump current

Electrical current data enables analysis of pump efficiency and operational health. By
establishing a baseline current draw during normal operation, changes in efficiency can
be monitored over time. Sudden increases in current may indicate blockages or
mechanical resistance, while gradual changes in current patterns can signal motor wear
or declining performance.

Acoustics

Acoustic data provides an additional method for early fault detection. Normal pump
operating sounds (audible and audible) can be used to establish a reference acoustic
signature, with deviations highlighting potential mechanical issues. When assessed over
time, acoustic patterns can predict failure probabilility.

Together, these data streams support predictive maintenance capabilities, including
tracking pump run hours, identifying high-stress operating periods, and optimising
maintenance schedules. This approach enables informed decision-making by comparing
the cost of proactive maintenance against the risk and impact of unplanned failures.

4.5 Dashboard Technical Structure

Results from the sensors are rendered onto a digital twin dashboard using technologies
listed in Table 5.

Table 5. Dashboard Technologies

Technology Description

Framework Modern responsive web framework (HTML523,
JavaScript24)

Real-time updates API connections for live data streaming

Charting HTML and Javascript for visualisation

Mobile Optimised for desktop, tablet, and smartphone access

responsiveness

User Interface Components

The user interface is accessible from anywhere with internet connection. Screenshots of
various pages are provided in Appendix B. Table 6 lists the technologies used.

23 https://html.spec.whatwg.org/multipage/introduction.html
24 https://tc39.es/ecma262/
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Table 6. User Interface webpages

Technology Description
System Overview A map view showing Quorn and two pump stations
Page

Station Detail Pages Individual page for First Street (and Foster Street)
Indicating if the system operates as expected

Sensors Pages Showing individual sensors and their live data stream
and historical trends

Analytics Page Showing the probability of systems failure for a set
timeframe
Third Party Pages Pages where third-party service providers may access

system information

Maintenance Pages User privileges and administration access

4.6 Integration with Digital Twin

The Phase 2 dynamic capabilities were integrated with the Phase 1 static digital twin to
create a unified, operational view of the CWMS system. Data connections were
established using APIs, allowing sensor data to be transferred from the backend
database to the digital twin platform at regular intervals. Water level and electrical
current data were updated every 60 seconds, while acoustic data were recorded on
demand through a simple on/off control.

Live sensor data was mapped directly to corresponding assets within the 3D model.
Visual indicators were used to display the current operational state of each asset, and
historical data could be replayed within the 3D environment to support review and
analysis over time.

Through this integration, Phase 1 static digital twin was enhanced with interactive and
dynamic capabilities. Users could select a pump station within the 3D model to view
associated sensor data, with colour-coded indicators used to communicate asset
condition. Direct links between the 3D model and the dashboard enabled access to
more detailed operational information, while maintaining a clear, high-level system
view. Figure 4 shows a high level system design approach where static data is used to
create a digital twin model to provide asset intelligence. This has been further
developed in this phase of the project to create a sensor network and facilitate remote
intelligence.

On the left, asset models (civil, mechanical, and planning) form the Phase 1 static
digital twin, providing a complete and consistent representation of the CWMS assets. In
Phase 2, this static model is extended through a system-level digital twin that links
asset and subsystem models (such as pump stations and tanks) with live operational
data.
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On the right, real-time data from water level, electrical current, and acoustic sensors is
collected via gateways and transferred through APIs. This data is mapped directly onto
the relevant assets within the 3D model, allowing current system status to be
visualised and historical data to be reviewed for analysis.

Overall, the architecture shows how the Phase 1 static digital twin was upgraded in
Phase 2 into a dynamic digital twin, enabling real-time monitoring, short-term historical
analysis, and a scalable foundation for future analytics and decision support.
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System Level Digital Twin

Sensor Network
Remote Intelligence
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Figure 9. High level design approach for static and digital twin



5. Benefits Delivered

Phase 2 delivered tangible benefits to FRC operations while validating significant
potential benefits achievable with permanent sensor implementation.

5.1 Immediate Benefits During the PoC

There were a number of immediate benefits from this PoC project regardless of
whether or not a permanent sensor network is installed or the entire solution
implemented:

Operational Visibility

Practical demonstration that FRC staff can have continuous, real-time visibility into CWMS
operations without physical site visits. With full implementation, this visibility can enable
remote monitoring of both pump stations from office and mobile devices, thus providing
immediate awareness of operational issues (pump failures, rising water levels), and
improving the understanding of system behaviour patterns (inflow rates, pump cycle
timing, etc.) The end goal is to transition council to data-driven decision-making.

Operational Insights

Data collected during the PoC revealed insights about system behaviour such as actual
inflow patterns that can be compared with previous assumptions; pump operation
cycles and stress periods; correlation between weather events and system load and
identification of usage patterns and peak demand times.

Collaborative Sessions and Knowledge Sharing

FRC staff gained valuable experience and skills in understanding of digital twin
technology capabilities and how to interpret sensor data. This is one of the many steps
building experiences with data-driven decision-making tools, to create a proper
foundation for future digital infrastructure.

5.2 Validated Benefits for Full Implementation

The PoC demonstrated that significant benefits are achievable if FRC proceeds with
permanent sensor deployment:

Remote Monitoring

Traditional physical inspection requirements could be significantly reduced:

- Reduced site visits: From twice weekly to as needed based on alerts
- Travel cost savings: Reduced fuel and vehicle wear for remote sites
- Staff time optimisation: Redirecting staff to higher-value activities

Operational Efficiency Gains
Real-time data enables optimisation of system operations:

- Pump scheduling optimisation: Running pumps during optimal conditions
- Energy efficiency: Identifying and addressing inefficient pump operation

- Capacity planning: Data-driven decisions on system upgrades

- Lifecycle management: Optimal timing for asset replacements
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Reduced Reactive Maintenance

Discussion with FRC staff indicated emergency callouts for pump failures and overflow
risks. This PoC demonstrated that predictive maintenance could reduce these by:

- Early failure detection: Identifying degrading pumps before complete failure

- Scheduled interventions: Replacing reactive emergency calls with planned
maintenance

- Reduced contractor costs: Avoiding premium emergency service rates and
call-out fees

Environmental Incident Prevention
The alert system prevents costly environmental incidents:

- Overflow prevention: Early warning of rising water levels

- Risk mitigation: Reducing probability of compliance, service delivery,
environmental and financial risks

- Reputation protection: Avoiding community complaints about overflows

Early Warning System
An alert system can provide advance warning of issues before they became critical:

- High water level alerts before overflow/flooding risk
- Pump efficiency degradation alerts before complete failure
- Acoustic anomaly warnings indicating possible mechanical problems.

It should be noted that real-time monitoring and predictive maintenance benefits
depend on continuous sensor operation. As the PoC sensors provided on loan were
removed at project completion, these benefits will materialise when FRC decides to
implement a permanent solution based on the feasibility studies and recommendations
provided.

5.3 Strategic Benefits to FRC

In addition to benefits listed above, this PoC study of asset management digitization
brings further significant strategic benefits.

Evidence-Based Decision Making

FRC has gained evidence towards making an informed decision about permanent
sensor implementation. It has further at its disposal validated technical specifications
for sensor procurement, and access to a proven implementation methodology. These
should reduce deployment risk and provide a clear understanding of operational
benefits and potential ROI.

Sector Leadership

FRC's participation in this project positions the council as a sector leader as an early
adopter of innovative CWMS management technology, contributing to sectoral
knowledge and best practices and a model for other councils considering similar
initiatives. These should result in enhanced reputation for innovation and progressive
management.
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Foundation for Future Digital Initiatives

Experience from Phases 1 and 2 provide a learning foundation on sensors and digital
twin technologies. These provide knowledge that can be extended to other assets,
enhance staff capability in digital technologies, and expertise on how to interact with
digital transformation consultant companies in future projects as FRC works to realise
the vision of “"Handorf of the North”.

5.4 Benefits to the CWMS Sector

Similar benefits as described above should accrue to the entire local government sector
in South Australia. A list of general benefits is listed below.

PoC Validation

Phase 2 provides the SA CWMS sector with validated proof that digital twin technology
works in practice. The system was demonstrated in an operational environment and
implementation challenges and solutions were identified.

The Quorn project was designed so it can be easily repeated by other councils
operating CWMS or similar wastewater systems. The approach used at Quorn provides
a clear template for rolling out digital twins in a low-risk, staged way.

Reduced Implementation Risk

While many differences exist in 175 CWMS facilities across South Australia, this PoC
project holds lessons that can be beneficial for the entire sector. Other councils can now
leverage FRC's experience through validated technical specifications reducing research
effort, and a proven vendor (IoT Consultants) with demonstrated capability.
Furthermore, because of this project there are now better understandings of cost and
implementation timelines.

Accelerated Digital Transformation

The project contributes to broader sector digital transformation goals, not only for
CWMS but for other assets. It facilitates a transition from reactive to proactive asset
management, one based on a data-driven decision-making regime. As a result,
resource-constrained councils can have a foundation for benchmarking and
performance improvement.
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6. Challenges and Solutions

Phase 2 encountered several challenges that required creative solutions. Documenting
these provides valuable lessons for future implementations.

6.1 Sensor Installation in Operational Facilities
Challenge

Installing sensors in active pump stations presented risks of service disruption. Pumps
operate automatically based on water levels, and any interference could trigger failures
or cause flooding.

Solution

- Installation scheduled during low-demand periods

- FRC operational staff on-site to monitor pumps and intervene if needed

- Non-intrusive sensor types selected (ultrasonic, clamp-on current sensors)
- Backup procedures prepared for immediate sensor removal if issues arose
- Phased installation (one station at a time) to maintain system redundancy

6.2 Wireless Connectivity in Remote Locations
Challenge

Pump stations are often located in areas with limited cellular coverage. In the case of
this PoC, coverage was not an issue. Nevertheless, the following steps can minimise
operational constraints due to data coverage.

Solution

While wireless coverage is continuously expanding, there still exist areas of little or
coverage. Several technologies exist which expand the range of wireless coverage to
reach IoT sensors. This project used a Wittra Gateway which has an in-built multi-hop
technology enabling extended public wireless coverage through inter-connecting nodes.
This capability was tested and verified. While the First Street pump station is well
within the 4G coverage area, and as such the technology was not needed, Wittra can
provide services where this coverage is limited or non-existent.

6.3 Acoustic Anomaly Detection Calibration

Challenge

Distinguishing normal pump operation sounds from anomalies can be complex.
Background environmental noise (wind, rain, wildlife) created false positives in initial
algorithm testing.

Solution

This problem could not be solved during the PoC stage. An extended period of
observation, with diverse climate patterns, can train the machine learning algorithms to
distinguish various noise input. It can also train the model to learn what a healthy
running pump sounds (audible/non-audible). The model can also be desighed to take
manual information input such as those from FRC staff.
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6.4 Dashboard Use
Challenge

New dashboards could be overwhelming for FRC operational staff who are not
technology specialists. Too many metrics and complex visualisations reduced rather
than enhanced usability.

Solution

Project demonstrated the solution created for this PoC. A user consultation and
feedback sessions with FRC staff, clarifies priorities, and simplifies the dashboard
focusing on critical metrics. The PoC does not include contextual help at this stage, so
the explanation was provided during the demo, however this needs to be included in
the dashboard for a full implementation.

6.5 Predictive Algorithm Validation
Challenge

With only minimal operational data, validating long-term predictive maintenance
algorithms proved impossible. While machine learning algorithms allow for small data
predictive models, more data is needed to allow for an acceptable predictive
maintenance accuracy.

Solution

In a full implementation, operational data is collected and fed to a machine learning
engine. As more data is collected, the prediction accuracy is enhanced, as the algorithm
incorporates noise and other pump data from multiple sensors. In the future, external
data such as weather data from the Bureau of Meteorology can be incorporated to
further enhance prediction accuracy.

6.6 Integration Complexity Between Systems

Challenge

A main challenge in information systems design is to integrate different data streams to
ensure systems communicate with each other as expected. Two different gateway
technologies were used in this PoC project, integrating sensors to gateway to database
to analytics and onto dashboard. This involved multiple technology platforms and APIs,
each integration point presenting a potential failure node.

Solution

The solution was comprehensive integration testing at each stage, monitoring system
behaviour to detect integration failures, and detailed technical documentation of all
integration points. Further, regular system health checks were checked during the PoC
project execution.

32



7. Lessons Learned

Phase 2 generated valuable lessons that will inform future CWMS digital twin
implementations and benefit the broader SA sector.

The project captured what worked, what didn’t, and what should be done differently
next time. These lessons help other councils adapt the approach to their own sites,
avoid common problems, and manage organisational change more effectively.

7.1 Technical Lessons

Technologies used included sensors, data gateways, telecommunications, database
design, digital twins and web-page rendering. Each of these provided learnings that can
be used in a permanent solution implementation across the sector.

Sensor Selection is Critical

The choice of non-intrusive sensors (ultrasonic, clamp-on current) proved essential for
minimising installation complexity and operational risk. Future implementations should
prioritise sensors that don't require modification of existing infrastructure. Other
sensors may still be identified and implemented across other segments of the Quorn
CWMS, such as chemical makeup of the wastewater, and the inflow/outflow rates from
town premises into the lagoons. These were outside of the scope of this PoC project but
should be considered for a permanent solution.

Gateway Selection and Redundancy

The initial chosen Wittra gateway proved to be unsatisfactory for this implementation.
We learned that the range of available sensors was not broad enough to capture the
necessary information for managing CWMS assets.

Our second choice of gateways, using a Raspberry PI proved to be much more suitable
for this application. Furthermore, it has a much broader eco-system of available
sensors which is useful in extending the monitoring capabilities.

Nevertheless, the testing of the two gateways taught us about the range of available
technologies and equipment and informed selection of suitable supplies.

User Interface Simplicity

Discussions and consultations with council staff showed that simplicity and focus on
critical metrics was more appropriate than creating complex dashboard designs which
try to render all available data with many features. Less is often more in operational
dashboards.

Machine Learning Requires Domain Expertise

Developing algorithms for CWMS asset management required domain knowledge in the
target system as well as machine learning and artificial intelligence. As permanent
solutions are developed there is significant scope for developing intellectual property
that helps the entire sector.
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7.2 Operational Lessons

Traditional *‘manual’ processes can significantly benefit from digital transformation. One
such benefit was a redesign of CWMS asset management process illustrated in Figure
10 as digital twin, IoT system can transform the operational process.

Third party Incident
reports Report

Administrator

(FRC) No No
=C Yes eq Yes
Yes
Works Leader
(FRC) .
Visit Record Service
Sites metrics Done
x
Third Party

Done

Record metrics and Schedule Service

detect Anomaly Site Visit Request Fixed?

Figure 10. Operational process redesign

In addition, the following has been learnt from this PoC project.
Local Staff Knowledge is Invaluable

FRC operational staff with their practical operational and technical expertise provided
critical insights on how Quorn CWMS assets are managed. In addition, much was
learned from their experience on the challenges the sector faces with respect to CWMS
asset management. Much of this knowledge and knowhow is not recorded however,
which presents a risk of continuity.

Phased Installation Reduces Costs

Installing sensors at one pump station reduces cost of implementation without
detracting significantly from the propose and scope of the project. We believe the PoC
project is fully applicable to the second site at Quorn.

PoC Duration Should Match Operational Cycles

The PoC period captured some valuable data but missed many operational scenarios.
An ideal PoC duration should be 12 months to capture full seasonal variations, though
this must be balanced against project timelines and associated costs.

7.3 Project Management Lessons

There are two main learnings on how to manage this type of projects. First, the five-
milestone structure in the project plan provided clear progress markers. This structure
(or similar) should be replicated in future projects for accountability and momentum.
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Second, the temporary nature of PoC sensors required consistent, explicit
communication to manage expectations, and explain what is achievable in an R&D
project, and what is relevant for a full rollout of the solution. Future PoC projects should
include formal communication plans to address stakeholder expectations.

7.4 Strategic Lessons

The LGA-funded PoC project had several strategic benefits. These are briefly described
below.

PoC Reduces Implementation Risk

The PoC approach allowed FRC to validate benefits before committing to permanent
sensor investment. This reduced-risk pathway is particularly valuable for resource-
constrained councils.

Replicability Requires Sector-wide Thinking

While this was a specific project for a specific council, the experience could be used as
a template to apply in other CWMS in rural councils. The designing methodologies,
considerations and learning can assist the implementation and usage across the whole
sector. Moreover, if the projects interconnect in some way with a sector-wide accessible
dashboard design, this could increase collaboration, reduce costs and multiply value
across the sector.

Building on Phase 1 Foundation Was Essential

The success of Phase 2 depended entirely on the solid foundation created in Phase 1.
The static twin, sensor specifications, and data framework from Phase 1 enabled rapid
implementation in Phase 2. This validated the two-phase approach.

7.5 Lessons for Other Council

The Quorn CWMS project had several lessons which can be replicated at other SA
councils.

Documentation

Quorn CWMS structure was well documented, mainly in paper form. We used these
documents to create a digital twin. Any documentation on the entire CWMS helps in
reducing the total work.

Future councils can follow the same step-by-step method, using the existing
documentation. Furthermore, they can manage their projects through clearly defined
phases with realistic expectations, timelines, and staffing requirements. This makes it
easier to understand what is needed, when it is needed, and what outcomes should be
expected at each stage.

Scalability Benefits from Standardisation

The technical setup from Quorn also provides a practical reference for future projects.
This includes proven sensor types, gateway options, data and dashboard structures,
and straightforward ways of linking live data into digital twin platforms.
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Standardised sensor types, gateway technology, and dashboard design across multiple
implementations would create economies of scale and shared learnings. The sector
should consider coordinated design and procurement.

Sector Leadership Requires Individual Council Initiative

FRC's willingness to experiment with digital twins proved essential to progress in CWMS
asset management across sector. Other councils can now benefit from FRC's
experience: sector advancement requires early adopters willing to pioneer.
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8. Recommendations

Based on Phase 2 results and lessons learned, the following is recommended to FRC,
the SA CWMS sector, and future digital twin implementations.

8.1 Recommendations for Flinders Ranges Council
The following apply to development of CWMS at two FRC sites in Quorn and Hawker.

Short-Term (0-6 months)
1. Plan for Full Sensor Implementation

This report contains detailed information for FRC on how they could conduct internal
evaluation of permanent sensor deployment based on the PoC results. The
considerations of this report could help assess funding requirement for sensor
procurement (including gradual approaches), consider timing (immediate versus next
fiscal year), and evaluate processes and staffing capability for ongoing system
operation. The PoC has validated technical and operational viability. The decision now
rests on financial and strategic priorities.

2. Maintain and Update Phase 1 Static Twin

Continue maintaining the Phase 1 static twin: the static twin provides persistent value
independent of sensors. The current twin developed is a valuable documentation tool
and with enduring value if updates to asset are incorporated. This tool can also be used
for capex planning and maintenance scheduling.

3. Apply Learnings to Operational Procedures

PoC insights can improve operations: the digital twin exercise allowed numerous
discussions with council staff to start incorporating insights for future expansions using
this new visual documentation.

Council staff have already started considering data-driven approaches where manual
data is collected. Updated inspection schedules based on identified patterns and adjust
maintenance timing based on observed pump cycles should be considered. In the
future a full implementation can use this documented operational knowledge, which is
presently unwritten and tacit.

Medium-Term (6-24 months)
4. Extend to Hawker CWMS

If Quorn permanent sensor implementation proceeds successfully, it is proposed to
extend the methodology to Hawker. This will leverage Phases 1 & 2 experience to
accelerate implementation. Further, there exist potential for cost savings through
shared database and webpage rendering development, presenting a consistent
approach across all FRC CWMS facilities. This approach will also build organisational
capability in digital asset management for FRC staff and in the future across the sector.
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5. Explore Integration with Other Water Initiatives

The IoT infrastructure and capabilities could extend to other council assets. These
include the monitoring of water supply, rainwater management and recycling for
irrigation, greywater and wastewater purification and recycling. A digital twin and
sensor network infrastructure provides a platform upon which many of these initiatives
may be carried out more efficiently and effectively, reducing implementation costs.

6. Participate in Sector Knowledge Sharing

FRC's pioneering role creates opportunities to contribute to CWMS sector advancement
through presentations as at LGA SA and sector forums; sharing of documentation and
templates with other councils; participation in sector working groups on digital
transformation; and mentoring other councils facing similar issues.

8.2 Recommendations for Future Digital Twin Implementations
7. Adopt phased approach

The Quorn project confirms the value of a staged delivery model. A Phase 1 static
digital twin provides immediate benefits by supporting planning, visualisation, and
asset understanding. Phase 2 then allows dynamic capabilities to be tested through a
PoC before committing to permanent sensor deployment and system integration. This
facilitates capacity building and reduces risk.

8. Establish Clear Ownership and Governance

Clear governance arrangements are important. A proper governance framework will be
required to support this new approach across the sector. This includes identifying who
is responsible for maintaining the digital twin, responding to alerts, making decisions
about sensor deployment, and managing costs across different council functions.

8.3 Recommendations for SA CWMS Sector

The following recommendations apply to all CWMS assets across the sector.
9. Establish Sector-Wide Digital Twin Program

LGA SA and the CWMS Committee should consider a coordinated sector program to
standardised technical specifications based on Quorn experience. LGA could facilitate
coordinated procurement for economies of scale, collaborative funding mechanisms and
shared learnings and best practices to improve sector practice.

10. Develop Regional Deployment Strategy

Rather than individual council implementations, consider regional clusters that can
share digital infrastructure across nearby councils. The collaborative procurement
reduces per-council costs and facilitates shared analytics and dashboard platforms.
Since CWMS alert maintenance will not require onsite visits, regional support and
maintenance arrangements could create efficiencies across the sector.
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11. Create Sector-Wide Funding Mechanism

The Community Wastewater Innovation Fund enabled this project, but it could be
valuable to consider ongoing funding mechanisms for new projects, for example multi-
year program supporting staged rollout across the sector, and shared investment model
across multiple councils. Further investigate State government partnership for critical
infrastructure digitisation and Federal grant opportunities for regional digital
infrastructure.

12. Develop Shared Services Model

Consider centralised services so individual councils can access shared cloud
infrastructure and analytics platforms, centralised dashboard hosting and support and

training and capability building programs.
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9. Conclusion

Phase 2 of the Quorn CWMS Digital Twin project successfully achieved all objectives,
delivering a fully functional dynamic digital twin with demonstrated real-time
monitoring and predictive maintenance capabilities.

9.1 Project Success Validation

The following sections substantiate project success criteria.
Project Performance
All five agreed milestones were completed:

- Project Kick-off and Sensors Configuration (August 15, 2025)
- Sensor Installation (August 29, 2025)

- Data Integration (September 19, 2025)

- Live Dashboard Deployment (October 27, 2025)

- Final Report and Project Closure (January 18, 2025)

Technical Achievement
Phase 2 PoC successfully transformed the Phase 1 static twin into a dynamic system:

- Three sensors deployed at First Street pump station transmitting continuous
real-time data.

- Robust backend infrastructure capturing, processing, and analysing sensor data
streams.

- User-friendly web dashboard providing operational visibility to FRC staff

- Seamless integration with Phase 1 digital twin creating unified system view

- Data capture enabling predictive maintenance predicated upon capturing
sufficient operational data over a long period of time.

Operational Validation
The PoC successfully validated operational benefits:

- Real-time monitoring of the pump station without need to a physical site visit

- Ability to share system information to third party contractors

- Operational insights revealing system behaviour patterns and optimisation
opportunities

The Digital Transformation Achieved

Phase 2 completed the transformation vision initiated in Phase 1 as shown below in
Table 7.

This transformation represents a paradigm shift in how remote CWMS systems can be
managed, moving from traditional reactive approaches to modern data-driven
operations.
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Table 7. Transformation vision

From To

Fragmented, siloed information Unified, integrated digital representation

across disconnected systems with real-time operational data

Reactive "fail-to-run" operational > Proactive data-driven management with
model requiring physical site visits predictive capabilities

Limited visibility into system > Comprehensive real-time monitoring and
behaviour and performance historical trend analysis
Emergency-driven maintenance > Scheduled, optimised maintenance based
with unpredictable costs on actual and predictive asset condition

9.2 Strategic Significance for FRC

After completing this project, FRC now possesses several strategic advantages:
Evidence-Based Decision Making

Detailed information to make informed decisions about permanent sensor
implementation including validated technical specifications. Also, the project provided
analysis of potential efficiencies or cost avoidance, operational benefits and risk
mitigation. In summary, there is a clear understanding of implementation requirements
and how to reduce risk through a new innovative approach for CWMS.

Organisational Capability

The exercise enhanced organisational capabilities that extend beyond CWMS. FRC staff
participated and gained knowledge on innovative asset management using digital twin
technology. This is valuable in creating a data-driven decision-making culture and the
foundation for future digital initiatives.

Sector Leadership

The project positioned FRC as sector leader in innovative CWMS management as an
early adopter of transformative technology that contributes to sectoral knowledge. The
project enhanced reputation for progressive management and created the potential of
mentoring role for other councils.

Create new Strategic Options

Instead of just follow directions from government, auditors or regulators, FRC can now
investigate deeper its optimal path forward in the CWMS field. FRC could proceed with
permanent Quorn sensor implementation and extend the solution to Hawker CWMS.
This could also enable the use of digital twins for asset management to comply with
regulatory and audit requirements.

9.3 Sectoral Implications
The success Phase 2 has important implications for the SA CWMS sector:
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Proof of Viability

The project definitively proves that digital twin technology with real-time monitoring is
achievable for remote CWMS facilities operated by resource-constrained councils.

Replicable Methodology

The complete documentation from Phases 1 and 2 provides a ready-to-use blueprint for
the 175 CWMS facilities across SA. Other councils can now implement with significantly
reduced research and development effort.

Risk Reduction

This PoC project provides significant risk reduction for future permanent CWMS digital
twin implementations. These include technology risk reduction as specifications are
validated through actual deployment, and implementation assurance based on proven
solutions. Furthermore, it provides FRC and other councils with realistic timeline and
cost expectations, thereby reducing the "first mover" risk. A detailed risk management
discussion is given in Appendix D.

Sector Transformation Potential

If replicated across the 175 CWMS facilities in SA, the collective impact can be
transformative as industry averages indicate an overall sector-wide benefits potentially
exceeding $5 million based on reported industry average savings?>. Moreover, a
significant reduction in CWMS risks could be expected. The visibility of the
infrastructure through the digital twin can enhance public confidence in CWMS
management and provide a foundation for broader digital transformation of local
government services.

9.4 Acknowledgment of PoC Limitations
It's important to acknowledge the PoC nature of Phase 2 and its implications:

Temporary Sensor Deployment

As clearly communicated throughout the project, sensors used in Phase 2 were
provided on loan by IoT Consultants specifically for PoC purposes. These sensors were
removed at project completion, and the real-time monitoring benefits demonstrated
during the PoC ceased unless FRC proceeds with permanent sensor implementation.

What Persists Post-PoC
FRC retains significant value despite sensor removal. These include the following:

- Phase 1 static digital twin with all its documented benefits

- Complete documentation of sensor specifications and implementation
methodology

- Validated feasibility studies for permanent implementation

- Dashboard design and architecture ready for activation

25 https://www.mckinsey.com/capabilities/operations/our-insights/digital-twins-the-next-frontier-of-factory-
optimization
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- Research and understanding of benefits and risk mitigation

9.5 What Requires Permanent Sensors

While the above benefits persist post PoC phase, many Phase 2 capabilities require
permanent sensor deployment. These include continuous real-time monitoring,
automatic alert generation, predictive maintenance capabilities and remote operational
visibility.

FRC now has all information needed to make an informed decision about permanent
implementation based on operational needs, budget availability, and strategic priorities.

9.6 Moving Forward

Phase 2 has advanced the state of practice for CWMS management in South Australia.
The question now is: What happens next?

For Flinders Ranges Council

The decision about permanent sensor implementation rests with FRC leadership. This
report documents detailed feasibility studies and provides the foundation so the
decision may be made. Whether FRC proceeds immediately, defers for budget reasons,
or chooses to maintain only the Phase 1 static twin, the project has delivered lasting
value and expanded FRC's strategic options.

For the SA CWMS Sector

The Quorn project provides a proven, replicable model showing that even smaller,
resource-constrained councils can achieve real digital transformation of CWMS
operations using a pragmatic, staged approach. The demonstrated two-phase model,
starting with a static digital twin for planning and visualisation, then layering dynamic
sensor-driven capabilities, can effectively mitigates risks and complexity barriers for the
broader sector.

Key implications for the sector include a roadmap for CWMS digital twin implementation
for the sector, with a technical solution that can be implemented based on this
foundational work. These can inform the operation of, and be adopted by, the state’s
175 CWMS installations across 50 councils. This and Phase 1 report, and the experience
of FRC/Quorn informs the LGA SA, the CWMS Committee, and the state sector more
broadly as they develop regional programs, coordinate procurement strategies and
funding mechanisms.

9.7 Final Reflection

This project leaves the Quorn CWMS, the Flinders Ranges Council, and South Australia’s
CWMS sector better equipped for a smarter, more resilient, and more efficient future.
Most importantly, it demonstrates that innovation is not reserved for large, well-funded
utilities: transformation is within reach for rural councils and small communities
through well-structured contracts and commitment to learning and adaptability.
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Signed:

Mr. Sean Holden

Chief Executive Officer

The Flinders Ranges Council
Date: February 20,2026

Dr. Riaz Esmailzadeh
Chief Executive Officer

IoT Consultants Pty Ltd
Date: February 20,2026

44




Appendices

45



Appendix A: Technical Specifications

In this PoC sensors and gateways were used to collect data and communicate it to a
database from where the information was rendered onto an internet accessible
dashboard. Technology specifications are given below.

Sensor Technical Specifications
Three sensors were deployed in Phase 2: these are listed below with their detailed
specifications.

Ultrasonic Water Level Sensors

Ultrasonic level sensors operate by measuring the distance between a sensor and a
reflective surface, such as a wall or water, by echoing a sound signal and measuring the
round-trip time. The data so gathered and historically recorded feeds into predictive
maintenance, further augmented by Bureau of Meteorology data. Table A1 shows
several significant specifications.

Table A1. Water level sensor selected specification

Parameter Definition

Manufacturer Keyestudio26

Model Number SRO1

Measurement range 4 cm - 300 cm

Frequency of measurement 40 Hz

Power requirements DC 5V

Installation limitations Sensor must be positioned centrally against the
water, and must be perpendicular to the surface

Maintenance requirement Make sure both the sensors are clean and
unobstructed

Non-Intrusive Electric Current Sensors

A clip-on sensor measures the electric current flowing through a single wire to the
water pump. Power measurement enables anomaly detection, including when solids are
being pumps. The data further feeds into predictive maintenance algorithms. Table A2
shows the important specifications:

26 https://wiki.keyestudio.com/Ks0206 Keyestudio SRO1 Ultrasonic Sensor
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Table A2. Current sensor selected specification

Parameter Definition

Manufacturer Wittra Networks AB27

Model Number Wittra Current Meter (split-core current clamp, IP67
enclosure)

Measurement range Electrical current measurement up to 400 A AC on the

primary conductor (via split-core clamp)

Frequency of Minimum measurement duration: 5 seconds
measurement
Power requirements Self-powered via from current clamp Rechargeable 360

mAh LiPo battery for low-duty operation

Installation limitations Requires access to existing electrical conductor
Maintenance Minimal maintenance
requirement Battery recharge required depending on duty cycle

Acoustic Sensors

A microphone listens in and measure the level of sound in the tank cavity to provide
means for council staff and third-party service providers to detect motor operation
anomalies. A micro-computer regularly records the sound for a set period (for example
one week) to enable diagnostics. Furthermore, the sound power level measurement
compared with a threshold enables anomaly detection and feeds into predictive
maintenance. Table A3 shows the important specifications:

Table A3. Acoustic sensor selected specification

Parameter Definition

Manufacturer Fyvadio?8

Model Number MIC10

Frequency range 100 Hz - 16 kHz

Sampling rate 48 kHz with 16-bit depth

Power requirements Battery-powered with 1-2 year expected lifespan
Recording mode Continuous monitoring with edge processing
Installation limitations Can’t be in direct contact with metal or liquids
Connectivity Wired using USB 3.0 to the Raspberry Pi gateway
Maintenance requirement Make sure the microphone is clean and dry

27 https://www.wittra.io/products/wittra-current-meter/
28 https://canet.com/Condenser-Recording-Icrophone-For-Laptop-766722/
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Gateways Specifications

Two gateways were used in connecting sensors wirelessly, using the 4G public network,

to the internet and thereon the database.

Wittra Gateway?’

This gateway is designed to work with a set of proprietary sensors and networking

technologies. While it performed well with our PoC, the best use of this technology is in

situations where public 4G network coverage is minimal. Furthermore, a limited
number of sensors are available in the market that work its wireless technology. The
specifications are listed in Table A4.

Wittra gateway selected specification

Parameter

Definition

Manufacturer

Wittra30

Gateway technical
specifications

Multi-protocol cloud/network gateway designed for
field deployment. ABS housing (265 x 200 x 63
mm), weight approximately 1.1 kg. Operating
temperature range 0°C to +50°C. Environmental
rating IP51. Powered via 2-pin sealed barrel
connector with input voltage range of 10-16 V DC.

Network protocols

Supports 6LoOWPAN mesh, Mioty, and LoRa radio
protocols. Radio transmission frequencies include
863-870 MHz (EU) and 902-928 MHz (US). Data
transmission rates vary by protocol and configuration.
Open standard protocols: MQTT, CoAP, HTTP

Connectivity Options

Wired Ethernet backhaul via Gigabit RJ45 interface.
Can be connected to a cellular modem for remote
deployments. Optional USB data connectivity through
the mesh network.

Power

Mains-powered with battery backup

Range

Up to 500m line-of-sight to sensors (adequate for
both pump stations when a permanent system is
installed)

Raspberry PI Gateway3!

As mentioned above, the first gateway technology could not work with required
sensors. A different gateway was developed using a Raspberry Pi micro-computer with

specifications listed in Table A5.

29 https://docs.wittra.io/#/

30 jbid

31 https://www.raspberrypi.com/products/raspberry-pi-zero-2-w/
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Table A5. Raspberry Pi gateway selected specification

Parameter Definition

Manufacturer Raspberry Pi Foundation32

Gateway technical 1 GHz quad-core 64-bit ARM Cortex-A53 CPU, 512 MB

specifications LPDDR2 SDRAM

Network protocols 2.4 GHz 802.11n Wi-Fi, Bluetooth 4.2/BLE

Connectivity Options Mini HDMI port, micro USB OTG & power ports, a
microSD slot, 40-pin GPIO header

Configuration settings Headless, ssh access, GPIO enabled, flask server,
pyaudio

Security and data Trusted Platform Module, secure boot, HTTPS

transmission protocols

Backend Infrastructure and Dashboard

Data from the field gateways was transmitted to a central database where it could be
stored, processed, and made available for visualisation and analysis. The backend was
implemented using a PHP and SQL database system, with a structured schema
designed to support both real-time data and historical records.

The system has been designed to support the use of machine-learning techniques to
identify abnormal behaviour and potential failures by comparing live sensor data
against normal operating ranges. This approach is based on technology previously
developed by IoT Consultants and referenced in earlier research. While advanced
predictive analytics were not fully implemented during this phase, the platform
architecture supports their future deployment.

The dashboard presents sensor information through the dashboard website, providing a
clear view of current conditions, alerts, and historical performance. It is designed to
support both operational monitoring and future condition-based and predictive
maintenance.

32 https://www.raspberrypi.com/products/raspberry-pi-zero-2-w/
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Appendix B: User Interface

The following screen captures demonstrate how a permanent system roll out will be
rendered and controlled for all stake holders.

Static information

Figure B1 shows a high-quality bird’s-eye / fly-through view of the town, rendered at a
level suitable for immersive environments. It provides a holistic spatial overview of the
town and could be deployed within a game-engine environment to support interactive
exploration and visualisation.

Figure B1. Birds eye view

Figure B2 shows a holistic view of the town within the digital twin dashboard,
structured using an engineering systems-of-systems approach. It shows how individual
subsystems are integrated at a town-scale level, highlighting the potential for future
digital transformation while clearly indicating the locations of the CWMS assets within
the digital twin environment.
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Figure B2. Holistic town view

Figure B3 illustrates that a holistic digital twin of the town can also incorporate
underground infrastructure, enabling both above ground and sub-surface assets to be
represented and analysed within a single integrated digital twin environment.

Figure B3. Underground infrastructure

Figure B4 demonstrates the capability of creating layered digital twin information at
varying levels of detail across the entire town, including boundary lines, pipe networks,
property locations, and their main connections to the CWMS system
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Figure B4. Layered digital twin

Figure B5 shows part of a fly-through sequence of the town, demonstrating how a
game-engine environment can be used to visualise both above ground and
underground assets, supporting clearer communication and understanding of
infrastructure relationships.

Figure B5. Below and above ground depiction

Figure B6 demonstrates the capability to transform different types of engineering
information such as paper-based drawings and asset register data into high-quality 3D
engineering models.
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Figure B6. High quality 3D CAD model creation

Figure B7 shows a higher level of detail within the town-scale digital twin,
demonstrating the potential integration of land survey and GIS data to improve
coordination and provide engineering-level.

Figure B7. Integration of land survey data
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Figure B8 shows a zoomed-in view of part of the town-scale digital twin, illustrating
layered information including land survey data.

FigureB8.  Zoomed in information on tank and pipes

Figure B9 shows a more detailed, zoomed-in view of the previously shown subsystems
within the digital twin.

Figure B9. A detailed view of a component

Figure B10 shows a more detailed, zoomed-in view of the previously illustrated
component within the digital twin environment.
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Figure B10. Component within the digital twin

Figure B11 shows the engineering details of a component sourced from one database
and its location within the overall data structure of the town-scale digital twin from

another database. It illustrates how multiple databases are integrated within the town
digital twin.

(3D} [142554] X Modekg X
Name ~ -

= Identity Data | Pipe Types [7(

2

View Templ... Pipe Types [ 700289

]

View Name
Dependency fape e Fipe Types [T03348

Title on She_.

* Graphics
View Scale
Scale Value 1:
Detall Level

Parts Visibil.. how Drigin

% 8 3w oB QR

Visibllity/Ge_

L]

Graphic Dis—

Discipline Plambing
Pipe Types [7103461)

Show Hidde...

Figure B11. Component details

Figure B12 illustrates that an individual CWMS pump station can be treated as a
separate system, isolated from the overall town-scale digital twin when required.
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Figure B12. Isolated pump and tank in the digital twin

Figure B13 shows how an individual CWMS pump station can display detailed
engineering information for each component, as well as their spatial and functional
relationships within the subsystem.
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Figure B13. A component’s detail engineering information

Figure B14 shows an isolated pipe within the subsystem and illustrates the relationships
between the different databases that make up the subsystem-level digital twin.
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Figure B14. Engineering details of a pipe

Figure B15 shows another component within the subsystem and illustrates the
relationships between the different databases that make up the subsystem-level digital
twin.
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Figure B15. Another component engineering information

Dynamic Information

Figure B16 how electrical current sensor data from the Wittra database is rendered and
embedded within the digital twin dashboard.
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Live Current — Pump A & Pump B

Latesi Readings

Figure B16. Electrical current rendering

Figure B17 demonstrates the capability to run sample data within the digital twin
dashboard and apply predictive algorithms to assess the condition and behaviour of a
specific asset (in this case, the nominated pumps) over a defined time frame.

Latest Readings

Figure B17. Future visualisation of predictive algorithms

Figure B18 shows electrical current sensor access and visualisation within the digital
twin dashboard. This is carried out after live extraction of data from the the Wittra
database.
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Figure B18. Live extraction and visualisation of current delivered to the pump

Superimposition of dashbaord on Quorn 3D town views

Figure B19presents an alternative digital twin concept using a game-engine
environment, where the pump station can be viewed from a distance and its
operational statusis communicated through colour coding, with green indicating normal
operation.

Figure B19. Superimposition of pump information of town views within digital twin

Figure B20 shows another pump station changing to red to indicate a potential issue.
Sensor inputs and predefined conditions trigger the colour change within the game-
engine environment, allowing users monitoring the digital twin to quickly identify

emerging problems.

59



Figure B20. Problem at a pump station

Figure B21 demonstrates the capability to fly through the game-engine environment
across the town to access and inspect individual pump stations.

Figure B21. Fly-through and accessing pump data

Figure B22 shows the potential to navigate underground within the game-engine
environment to visualise pump station details.
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Figure B22. Underground fly-through

Figure B23 demonstrates the ability to access and visualise live sensor data directly
within the game-engine environment.

Figure B23. Accessing sensor data within the game-engine environment

Figure B24 shows the ability to access the digital twin dashboard from within the game-
engine environment.



Live Current — Pump A & Pump B

Figure B24. Accessing the digital twin dashboard from within the game-engine environment

Figure B25 shows the mobile-friendly interface for accessing acoustic and distance
reader sensor data on a smartphone.
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Figure B25. Accessing sensor data on a mobile phone
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Appendix C: Operational Documentation

This appendix defines the manual for a permanent installation of sensors and gateways
in FRC CWMS systems. While permanent installation of sensors was not within the
scope of this project, the benefits of the project will be best realised when such a
system is fully rolled out. This section provides information on how this installation may
be made. Furthermore, the technical architecture and dashboard design, as well as
machine learning analytics, need to be incorporated into the CWMS operational

process.

Sensor and Gateway Placements and Maintenance

Three sensors were tested in this phase of the project. Two measured information from
inside the tank cavity, namely, the acoustic level sensor and the microphone, and one
was placed inside the pump control box, namely the current sensor. The Wittra gateway
was placed within the control box and powered by electricity mains. The Raspberry Pi
gateway, and its sensors were placed near the tank cavity and powered by a battery
pack. The gateway connected to sensors with fixed wires, and thereon by Wi-Fi
technology to a 4G mobile phone placed in the control box and powered by electricity
mains.

For this PoC installation, the devices were not fully enclosed. However, a permanent
installation will need waterproofed, encased solutions, with specific mounting
harnessing to ensure tank cavity devices will permanently stay in place. Similarly,
sensors and gateways placed inside the control box will be encased to fit fully.

All devices were fully tested and calibrated before installation at this PoC stage of the
project. The main considerations for a permanent installation are safety, stability and
accessibility. These include safety protocols for working in operational facilities, physical
mounting procedures for each sensor type, connectivity establishment and validation,
and calibration and testing protocols. Full required documentation (photos, serial
numbers, locations, etc.) are included.

For a permanent installation, an operational process will need to be developed,
including testing, calibration, regular service and replacement schedules, and a fully
developed operational manual.

Dashboard User Guide

The backend and frontend technologies for collection, storage, analysis and
dissemination of operational information have been described in Appendix A. A
permanent dashboard user guide needs to include access and login procedures,
navigation and feature overview, interpretation of metrics and visualizations, alert
types and response protocols among other to help FRC staff manage the system.

Digital Twin Maintenance

In a permanent system, the backend and frontend systems need to be maintained with
regular upgrades to add further functionalities in collaboration with FRC staff. These
include introduction of new sensors, integration with other sources of information such
as weather forecasts, extension of the CWMS network, and so on. The maintenance
regime needs to address sensor and gateway software maintenance schedules and

63



procedures, gateway software upgrade monitoring, database backup and maintenance,
troubleshooting procedures, contact information for technical support, etc.
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Appendix D: CWMS Risk Management Using Digital Twins

This appendix summarises the sector-wide CWMS risks identified in the DEM-OTR
CWMS Risk Management Workshop from May 2025 and explains how a Digital Twin
project (Phase 1 - Level 1 twin, and Phase 2 - Level 2 twin) can help rural councils such
us Flinders Ranges Council (FRC) to enable and strengthen risk controls. It also
incorporates practical evidence and comments from the consultation sessions with FRC
during the project.

Sector CWMS Risks Relevant to Quorn

The DEM-OTR risk assessment identifies a consistent pattern of High to Extreme
inherent risks for CWMS, with residual risks reduced to Medium only when strong
controls and treatment plans are in place. Table D1 summarises these risks.

Table D1. Summary of CWMS Risks (DEM-OTR Workshop)
. . . — . Inherent | Residual
# | Risk Title Risk Description Risk Category Risk Risk
A | CWMS Extensions to current Performance and
Procurement CWMS don’t meet Service Delivery; . .
. . ) High Medium
expectations or Financial and
requirements Commercial
B | Regulatory Failure to comply with Performance and
Compliance regulatory Service Delivery;
requirements results in | Financial and High Medium
penalties or closure of | Commercial
the scheme
C | Poor Asset Failure to maintain and | Performance and
Management renew CWMS assets Service Delivery; High Medium
Reputation
D | Financial Risk | Insufficient funds to Performance and
maintain and operate Service Delivery; . .
CWMS Financial and High Nt
Commercial
E | Operations Council or outsourced Performance and
Failure operations not effective | Service Delivery; High Medium
Health & Safety

F | Emergency

CWMS scheme fails

Performance and

Management due to disaster, loss of | Service Delivery; Medium
power, flooding etc. Reputation
G | Growth Risk Planning changes affect | Financial; Service
CWMS schemes’ useful | Deliver . .
life due to accelerated Y High e
development
H | Trade Waste Impact of trade waste Financial;
Risk on CWMS including Reputation
nature of discharge High Medium
(e.g. chemicals, fats,
metals)
I | RV Dump Harmful substances Reputation;
Points from RV dump points Performance High Medium
strain or damage
CWMS systems
J | Public Health Failing septic systems Health and Safet . .
Risk creatgJ heglth riysk when ’ High AT
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CWMS is rejected by
the community

Table D2. Digital twin levels
Level Description Example
1. Static Twin 3D model or map + asset data, A twin for planning approvals

no live input & contractor coordination

2. Dynamic Twin Real-time data via sensors CWMS with pump monitoring

Maintenance alerts triggered
by system behavior

Forecast failures, simulate
scenarios

3. Predictive Twin

4. Autonomous Al-driven actions & automation Smart control responses to

Twin

events

This project tested the concept of Level 1 Twin (static Twin) for phase 1, and Level 2

Twin (Dynamic Twin) for phase 2.

To interpret the contribution of the digital twin, this analysis uses a simple notation for
how much each level of Digital Twin facilitates risk controls:

* facilitates some controls

% % facilitates around half of the controls

* % % facilitates the majority of controls

The risks are summarised in Table D3.

Table D3. Contribution of Phase 1 (L1) and Phase 2 (L2) to CWMS Risks
. . Risk Risk Phase 1 - Level | Phase 2 - Level
# (R Description Category 1 Twin (Static) 23 UL
(Dynamic)
A [ CWMS Extensions to Performance | * % * %k

Procurement | current CWMS | & Service Provides accurate | Validates design
don’t meet Delivery; baseline of assumptions with
expectations Financial & existing assets, real performance
or Commercial capacities and data and helps
requirements constraints for assess whether

specifications and | extensions
design actually meet
requirements
B | Regulatory Failure to Performance | * * %

Compliance comply with & Service Centralises Adds continuous
regulatory Delivery; system operational data,
requirements Financial & information and alarms and audit
results in Commercial service schedules | trails to evidence
penalties or to support compliance and
closure documented detect breaches

compliance early
frameworks
C | Poor Asset Failure to Performance | * % * ok k
Management | maintain and & Service
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renew CWMS Delivery; Creates Provides
assets Reputation consolidated condition proxies
asset register and | (run-hours,
visual model for current,
renewal planning | acoustics, levels)
and prioritisation | enabling
predictive
maintenance and
lifecycle
optimisation

Financial Insufficient Performance | x *

Risk funds to & Service Supports Quantifies Opex
maintain and Delivery; long-term savings and
operate CWMS | Financial & financial and avoided failures

Commercial Capex planning to support
using the static cost-reflective
asset base service charges

and investment
cases

Operations Council or Performance | *x * kX

Failure outsourced & Service Clarifies network | Enables remote
operations not | Delivery; layout, access status checks,
effective Health & points and alarms and

Safety process better contractor
responsibilities, briefing, reducing
supporting operational error
clearer work and response
instructions times

Emergency CWMS fails Performance | X% * k%

Management | due to & Service Supports Provides live
disaster, loss Delivery; emergency alarms on power
of power, Reputation planning and loss, non-restart
flooding etc. scenario analysis | and rising levels,

(tank storage, improving
overflow paths) response before
spills occur

Growth Risk [ Planning Financial; * * k
changes Service Informs capacity Monitors actual
shorten CWMS | Delivery checks and flows and loading
useful life due master planning trends,
to accelerated for extensions highlighting
development using the static when growth is

network model pushing system
limits

Trade Waste | Trade waste Financial; - *

Risk (chemicals, Reputation Detects abnormal
fats, metals) inflow and
impacts CWMS pump-load
performance patterns that
and assets may signal

harmful
discharges,
supporting
targeted

investigation and
controls
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I | RV Dump Harmful Reputation; - *

Points substances Performance Tracks flow and
from RV dump pump behaviour
points damage around
or overload dump-point
CWMS usage, helping

identify emerging
issues from
chemicals or
solids

J | Public Health | Failing septic Health & * * %

Risk systems when | Safety Supports Demonstrates
community strategic planning | reliability and
rejects CWMS and performance with

communication hard data,
about CWMS improving
options, confidence in
capacities and CWMS over
benefits failing septic
systems

Linking DEM-OTR Risks to Quorn Evidence and Digital Twin Controls

Operations Failure and Emergency Management (Risks E and F) listed before have been
observed in Quorn, for example:

- Loss of legacy alarm lines; no automatic notification on pump failure or power loss.
- Power outages with ~12-hour window before overflow risk; staff only know of
issues via resident calls or site visits.
- Christmas power-circuit failure causing a serious spill and damage to the power
box, discovered only the next morning.

Risk control and mitigation through usage of digital twins is descried in Table D4.

Table D4.

Risks E and F

Digital Twin Controls

Level 1

Level 2

Expected Risk Effect

Makes pump stations, wet
wells, overflow paths and
storage capacity visible in
one place, supporting
better emergency response
planning and identification
of single points of failure

Restores and greatly
enhances the old alarm
function via live monitoring
of tank levels, pump
current and power status,
with configurable
thresholds and alerts.
Additionally, it provides
evidence to justify
additional controls such as
permanent backup
generators at each pump
station, using logged power
events and spill history to
support business cases.

Likelihood of undetected
failures during power
events reduced (from
“Likely” towards
“Possible”), and
consequence reduced via
earlier response and
shorter spill duration,
supporting DEM-OTR'’s
target residual rating of
Medium for Risks E and F
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PoorAssetManagementand Financial Risk (Risks Cand D) listed before have been observed

in Quorn, forexample

- Major pipe failure (125 mm burst) and tree-root joint failures (~7,000 AUD per
incident) in the last 6-12 months, described as rare but expensive.

- Total CWMS operating cost for Quorn and Hawker combined around 250,000
AUD/year, including depreciation and staff, with limited analytical breakdown
available.

- Asset and cost records currently held mainly in spreadsheets; Council is starting
a full condition audit across all asset classes (roads, stormwater, CWMS, buildings,

plant).
Risk control and mitigation through usage of digital twins is descried in Table D5.

Table D5. Risks C and D

Digital Twin Controls

Level 1

Level 2

Expected Risk Effect

Provides a consolidated,
visual asset register of
pipes, pumps, tanks and
lagoons, enabling more
systematic asset
management planning and
better linkage to long term
financial plans.

Supports Council’s
upcoming asset condition
audit, offering a platform
to record condition and
renewal decisions beyond
basic Excel sheets.

Uses pump-run hours,
current draw and acoustic
signatures as proxies for
condition, enabling
predictive maintenance
rather than purely
time-based approaches.
Allows FRC to compare the
cost of current reactive
incidents (e.g. 7,000 AUD
root blockages) with the
cost of earlier, cheaper
interventions,
strengthening the financial
case for proactive work.

Better understanding of
asset condition and failure
modes reduces the
likelihood of unexpected
failures (Risk C) and
improves budget
forecasting and cost
recovery (Risk D),
supporting DEM-OTR'’s
recommendation to move
from “run-to-fail” to
preventative strategies.

Regulatory Compliance and Public Health (Risks B and J) listed before have been observed

in Quorn, forexample

- Significant reporting burden to SA Health and the Technical

multiple audits and statutory returns and limited digital integration of data.

- Concern about environmental incidents from overflows during power or storm

events, with at least one serious spill recorded recently.

Risk control and mitigation through usage of digital twins is descried in Table D6.

Table D6.

Risks B and ]

Digital Twin Controls

Level 1

Level 2

Expected Risk Effect

Consolidates network
information, maintenance
schedules and process
diagrams, supporting
clearer documentation of

Captures time-stamped
data on pump behaviour,
tank levels and events,
providing a digital log that
can be used in audits,

Improved documentation
and early intervention
capability reduce both the
likelihood and consequence
of non-compliance and
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how FRC meets regulatory
obligations and responds to
incidents.

incident reports and trend
analysis.
Enables early detection of

spills, helping maintain
residual risk at Medium
and protecting public

conditions that could lead
to non-compliance (e.g.
sustained high levels,
non-running pumps),
allowing FRC to act before
thresholds are breached.

health and reputation.

Procurement, Growth and Trade Waste (Risks A, G, H, I) listed before have been
observed in Quorn, for example

- Council is planning a new CWMS system for the oval and recreation areas,
including reuse of treated wastewater for irrigation, and wants to “mirror” what
works well in the existing system.

- Concerns about future development and the need to understand how extra loads
would affect the existing network and lagoon.

Risk control and mitigation through usage of digital twins is descried in Table D7.

Table D7. Risks A, G, Hand I

Digital Twin Controls
Level 1

Provides a town-wide 3D
context of the current
CWMS and a conceptual
model of the proposed Oval
extension, supporting
better procurement
specifications, hydraulic
planning and staging
decisions.

Helps assess whether the
existing system has
sufficient capacity for
growth and where
limitations lie, addressing
Growth Risk (G) and
Procurement Risk (A).

Level 2 Expected Risk Effect

Allows FRC to watch how
actual flows and pump
workloads evolve as
development occurs,
refining planning
assumptions over time.
While not a full trade-waste
monitoring system, level
and power trends can
signal unusual loading
patterns (e.g. from trade
waste or RV dump points),
prompting targeted
investigation that supports
Risks H and I.

Better baseline information
and ongoing operational
data reduce the chance
that extensions “don’t
meet expectations”, and
help Council design new
systems (like the Oval
scheme) with realistic
capacity and resilience
assumptions.

Overall Assessment

Bringing together the DEM-OTR framework, sector risks and Quorn’s operational
evidence, the Digital Twin project can be understood as:

Phase 1 - Level 1 Twin
Reduces uncertainty by making assets, flows and constraints visible and documented.

Strengthens controls around procurement, asset management, growth planning and
compliance documentation.
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Phase 2 - Level 2 Twin

Reduces surprise by providing continuous monitoring, alarms and historical data for
analysis.

Strengthens controls around operations, emergency response, predictive maintenance,
and evidence-based capital investment (e.g. backup generators).

FRC staff explicitly recognised these benefits in the Operational meetings, noting that
this type of approach in place would have helped avoid at least one recent spill, would
support the upcoming whole-of-council asset condition audit, and provides the
“evidence-based approach” needed to justify future resilience investments. In this way,
the Quorn Digital Twin directly operationalises the risk mitigation strategies
recommended by DEM-OTR (reducing likelihood and consequence rather than simply
accepting or transferring risk) and provides a practical template for other councils
facing similar CWMS risk profiles.

Practical Application and Opportunities for Future Work

The example risk and governance dashboard shown above illustrates how the Quorn
digital twin could evolve into a real-time CWMS risk management dashboard as
illustrated in Figure D1. Instead of viewing risks only in static tables, FRC operators
would see live risk levels, driven directly by sensor data and incident records, for each
DEM-OTR risk category.

In practice, this could work as follows:

1. Real-time CWMS Risk Panel
Each DEM-OTR risk (Operations Failure, Emergency Management, Compliance,
Financial, etc.) appears as a coloured tile on the dashboard, like the mock-up
image, with a live rating (Low/Medium/High/Extreme). Ratings are calculated
automatically from indicators such as tank level trends, pump current,
power-status changes and unresolved alarms, clicking a tile drill down to the
specific pump station or event driving that risk at that moment.

2. Controls Tracker Using Graphical Scale
For each risk tile, an associated view lists key controls (e.g. remote alarms,
backup generators, predictive maintenance, CCTV schedules) and shows, using a
graphical notation, how much of the recommended control set is being enabled
by the Level 1 and Level 2 twins. This mirrors the logic behind the dashboard
image and makes visible where the twin already facilitates many controls and
where further investment is required.

3. Incident-to-Risk Escalation and Resolution
When an incident occurs, the dashboard would automatically raise the
Emergency Management and Operations Failure tiles to High, highlight the
affected station, and present a short list of treatment options (deploy generator,
dispatch crew, pump-out tanker). Once the action is logged and levels stabilise,
the risk indicators on the dashboard drop back, creating a clear visual record of
escalation and resolution for future audits and learning.
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4. Compliance and Investment View
Over time, the dashboard accumulates evidence on how often each risk category
has gone High and how quickly it was addressed. This supports:

- generation of compliance packs for SA Health and OTR directly from the system.

- evidence-based business cases (e.g. justifying permanent generators at each
pump station by showing the frequency and cost of power-related alarms and

spills).
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CWMS Pump Station - Risk Scenario Dashboard

Scenario Typs

Pump 1 Degradat

&5 available

Contrac

SE ECTED RISK

Risk E - Operations failure (Pump station

operations not effective)
147012026,
15:40-29 -

High - 81/100 Low - 21/100

Ho immediate reporting

REAL-TIME KPS (FLACEHOLDER)

DEGRADED

Figure D1. Risk control dashboard
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Appendix E: Contact Information and Support Acknowledgement

For Technical Inquiries:

IoT Consultants Pty Ltd
Margaret Graham Building

1A Frome Rd, Adelaide, SA 5000
ABN: 76 628 797 982

Web: www.iotconsultants.com.au

Dr. Riaz Esmailzadeh, CEO
Email: riaz@iotconsultants.com.au

Mark Shariat, CTO
Email: mark.s@iotconsultants.com.au

Alfredo Veron, Chief Business Development Officer
Email: alfredo@iotconsultants.com.au

For Project Context and FRC Experience:

The Flinders Ranges Council
1 Seventh Street, PO Box 43
Quorn, SA 5433

Phone: 08 8620 0500

Mr. Sean Holden, Chief Executive Officer
Email: sean.holden@frc.sa.gov.au

For Sectoral Support and Replication Guidance:
LGA SA - CWMS Program

David Eggers, CWMS Program Manager

Crystal Price, CWMS Program Officer

For Funding and Grant Information:

Community Wastewater Innovation Fund
Government of South Australia
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